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SEEDIG's fifth annual meeting
was held on 7-8 May 2019, in
Bucharest, Romania.

Under the theme Shaping a
trusted Internet for all, the
meeting brought together
stakeholders from within and
beyond SEE+, to discuss the
opportunities and challenges

of the digital society and
economy from a regional
perspective.

Planning process

Call for issues (112 proposals])
October — November 2018

Inventory of proposals
Early December 2018

Online planning meetings
Mid December 2018

Draft programme published
January 2019

Public comment on the draft programme
January 2019

Forming a Programme Committee
January 2019

Final programme outline published
February 2019

Building the sessions
February — April 2019

Online regional survey
April 2019

SEEDIG 5
7-8 May 2019, Bucharest




SEEDIG 5 in numbers

195 participants
76% newcomers

STAKEHOLDER GROUPS
29% Civil society

20% Private sector

17% Governments

14°% Technical community
12°% Academia

6% IG0s

2% Media

PARTICIPANTS BY REGION
52% Host country (RO)
38% 0Other SEE+ countries
10% Non SEE+ countries

31 COUNTRIES

16 countries in SEE+
(30% of all participants)

15 countries outside SEE+
(10% of all participants)

SEzD1GS

GENDER
45°% Female
55% Male

YOUTH

22°% of all
participants

16 Youth School
participants

3 Interns

PROGRAMME

8 Main sessions
4 Blocks

2 Flash sessions
2 Side-events

3 Pre-events



The fifth SEEDIG annual meeting
(Bucharest, May 2019) featured
discussions and exchanges of
experiences on a broad range of
issues, from 56 networks to digital
accessibility, and from cybersecurity to
the future of work.

These discussions are reflected in key
messages, outlining main takeaways,
possible goals, and proposals

for future actions. The messages
represent the main output of the
meeting. Through wide distribution, at
regional, European and international
level, they are meant to help inform and
influence decision-making processes
within governmental entities, national
parliaments, companies, and regional
organisations.

We invite you to read these Messages
and help us share them within and
beyond the region.

Block 1 | Security and trust

(S1.1) Cybersecurity in South
Eastern Europe: how to ensure trust
and security?

+ We need a secure cyberspace and
stronger protection of users’rights
in order to enable successful digital
transformation and strengthen trustin
anline services and digital technologies.

Internet users need a cybersecurity
mindset, which can be achieved by
education and capacity building from
an early age. Cybersecurity needs

to become part of digital curricula in
schools.

+ At the national level, we also need
increased investments, more experts
and cooperation between governments,
the private sector and other
stakeholders in securing cyberspace.

By cyberspace being seamlessly
interconnected and borderless,
cross-border cooperation is essential.
Interinstitutional cooperation at the
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regional level needs to be strengthened regulatory and self-regulatory

and expanded across the whole region,
including the Eastern Partnership
countries. It is also important

to enhance cooperation among
stakeholders within the region at large.

* The cyber dialogue at the EU level
should consider bringing in regional
multistakeholder processes such
as SEEDIG, that can increase trust in
existing processes, help exchange
good practices and reach out to wider
communities.

Fighting cybercrime, which is also
important for cyberspace security,
remains the responsibility of
governments at large. However, we
need a madernised international legal
framework and modernised tools
suitable for the digital era, as well

as good cooperation amang criminal
justice institutions at the regional and
international levels.

(S1.2) Building trust in digital
technologies

* More attention should be paid within
the region to protecting human rights
online, including through proper
awareness raising and education.

+ We have to use the momentum to
build an Internet of trust while digital
technologies become more pervasive
and the public at large becomes more
aware of the importance of privacy,
personal data protection, and the
actors who process personal data.

+ We need to develop a diversified set of
protective mechanisms to ensure trust
in digital technologies, by combining

instruments through collaborative
efforts of all stakeholders.

+ We need to clarify the roles and
responsibilities of different actors to
address existing mistrust and build a
trustworthy digital environment for the
future.

- We need collaborative efforts in the
region, as well as cooperation with
global actors, to develop human-centric
digital technologies, such as artificial
intelligence, to reflect our values and
diversity.

- We need to raise awareness on how the
Internet works on a technical level, and

regional initiatives like SEEDIG can serve




as facilitators for such activities.

« Legislative and regulatary actions -
in areas such as content policy and
data governance - affect Internet
service providers (ISPs) and can
have unintended consequences for
the Internet itself. All stakeholders
should work together to address such
challenges.

It is important for the SEE+ countries
to keep Internet traffic local to assure
optimisation and reduce latency and
cost, through local Internet exchange
points (IXPs) and peering.

« For a more secure and resilient
Internet ecosystem, Network
Operator Groups (NOGs) in SEE+
need better communication and
collaboration among each other and
with governments, in order to improve
the Internet infrastructure and other
essential services.

IPv4 addresses are running out and a
steady deployment of IPvE is the way
forward for businesses, since the cost
of doing business on IPv4 will be high.
Awareness raising efforts on the taopic
are needed.

« The deployment of 5G will facilitate
many new services beneficial for the
region. We should map best practices
and consider them when deploying
5G infrastructure, to encourage all
relevant stakeholders - especially
the governments - to support its
development.

- Better cooperation among countries in

the region is needed to enable faster
deployment of 5G networks, while
considering lessons learnt during past
technological transitions.

+ Cooperation among relevant
stakeholders needs to be reinforced in
order to address policy and regulatory
issues associated with 56 deployment.

+ Making 5G spectrum available,
addressing small cell issues, and
simplifying lengthy and complex
authorisation procedures are the
recommendations for regulators to
facilitate 56 deployment.

« Policy makers need to think of new,
innovative spectrum award procedures
ahead of 5G launch, in order to bring
new players into the game, not just the
traditional telecom operators.

« Policy makers also need to create an
environment that fosters investment in
infrastructure, and the tech companies
need to join the ecosystem and share
their know-how.
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Block 3 | Digital businesses:

trends, challenges and

regulations

(S3.1) Businesses in the digital era:
opportunities and challenges

« From a regional perspective, the global
trend of consolidation of Internet
access through a limited number of
platforms needs to be looked at more
carefully, especially from a regulatory
angle. Any regulation in this area needs
to balance the potential benefits of
consolidation (such as addressing the
digital gap) with the challenges it brings
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in areas such as competitivity and
market entry.

There is a strong ICT industry in the
region, fueled by a traditionally good
engineering education, but which

is based largely on an outsourcing
business model that is not sustainable.
Policies are needed to identify and use
the potential for innovation in the region
and to support the development of an
enabling entrepreneurial culture that
allows start-ups to be less risk-averse
and more open to international markets.

« To support the growth of the digital

economy across the region, several
common challenges need to be
addressed, such as the tendency of
high-skilled people to leave the country,
bureaucracy, economic and/or political
instability, and the lack of financing
opportunities. There is also a need to
avoid or remove nationalistic policies
such as those that impose restrictions

on cross-border data flows.

+ When it comes to creating an enabling

environment for the digital economy,
putting in place legal frameworks

is not enough. There is also a need

for transparency and compliance

with democratic principles when
implementing such framewaorks, to give
the private sector a sense of clarity and
predictability.

» Businesses in SEE+ countries should

strategise to build ecosystems

that foster the potential of human
capital and digital skills of the region.
In addition, regional cross-sector
cooperation is needed, to strengthen
the digital business landscape in SEE+,
to improve the regulatory framewaorks,
and to develop a strong regional digital
market. SEEDIG can serve as a platform
for such cooperation.



(S3.2) Dealing with the challenges of
online content

+ Although content creators want to be
early adopters of opportunities that
online platforms offer in order to reach
their audience, they need to balance this
need with staying up to date on practical
policies of platforms, since these affect
their creative businesses directly.

+ We need to reflect more carefully on
the implications of certain government
and private sector practices of
policing Internet cantent, such as
monitoring, intercepting or blocking
online communications, and removal
of online content. Measures need to be
proportional and fit for purpose in order
to avoid sweeping censoring or online
surveillance.

Practical experiences from SEEDIG
participants engaged in the discussion
show that the current unclear deleting
or blocking systems used by Internet
platforms create frustration for regular
users who upload online content
legally, while providing no or very limited
remedy procedures in cases when they

feel the decision to remove or block
content was biased or wrong. Internet
platforms need to look more carefully
into such issues.

* There should be clear procedures
in place to allow illegal content to
be removed by or at the request of
authorities, in line with democratic and
rule of law principles. Having private
actors decide what isillegal and what is
not needs to be avoided.

Fighting misinformation through
blocking or removing content is never
effective. Real efforts, including
financial allocations for nation-wide
projects, need to be put into education
on digital media and developing critical
thinking skills, so that users can make
informed decisions about trusting

or not trusting online content and
media sources. Users, companies and
governments need to take responsibility
regarding education on digital media,
consumption and production.

Block 4| Digital technologies:
enhancing accessibility and
skills

(S4.1) Accessible, available and
affordable digital technologies for all

« Policymakers need to be aware that
accessibility is not only an issue for
persons that fit into often rather
narrow definitions of disabilities. In
fact, at least one in seven inhabitants,
amounting to over 30 million, in the
SEE region lives with some form of
disability, and we all may face disability
at some stage in our lives, which can



temporarily or permanently change the
way we use digital technologies and
access information. Therefore, digital
accessibility defines the quality of our
lives, promotes human rights and makes
the Internet accessible for everyone.

* The engagement of all relevant

stakeholders is key in ensuring the
development and deployment of digital
technologies that are affordable and
accessible for everyone. Existing
international policies, standards and
good practices from other countries can
be tailored to fit the respective national
circumstances acrass the region.

Persons with disabilities need to

be involved in the entire process

of providing digital accessibility,
including designing, developing,
testing and deploying accessible
digital technologies. They need to be
consulted in all stages of assuring
accessibility and have to be involved
in key activities such as testing and
evaluation of accessible services and
policies, to ensure they meet the needs
of persons with disabilities.

« Creating employment opportunities for

persons with disabilities in the tech
sector can facilitate the development
of accessible digital technologies by
design. No talent should be left behind,
regardless of their disabilities.

- Public procurement is a powerful tool

for driving market players towards the
production or provision of accessible
products and services and an effective
way of enforcing accessibility standards
in public services, by stipulating
accessibility requirements in public
tenders.
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* Raising awareness and educating
allrelevant stakeholders about
digital accessibility trends is key for
the successful implementation of
digital accessibility. In this respect,
governments need to consider
collaborating with industry and
universities, and universities need to be
encouraged to design and share their
curricula on accessibility.

« Legal frameworks are important, but
not enough. We also need to teach
accessibility at universities so that the
next generations of ICT professionals
have it in their DNAs.

(S4.2) Jobs gained, jobs lost: the
future of work and the skills of
tomorrow

+ Producing new needs could lead to new
jobs which would address those needs.

+ The entrepreneurship culture and
marketing skills in the region need
to be developed in order to stimulate
the growth of national and regional
economies.

+ The gig economy is growing and
governments need to understand it
better and find ways to protect gig
workers. They need to build sustainable
and resilient systems that will address
the needs of both workers and
employers.

+ As the economy is continuously
changing, people have and will continue
to have multiple careers simultaneously.
To address this upcoming trend,
education must change so it can teach
adaptability and other skills needed for
the new labour market.



SEEDIG S
CLASS Or 2019

One of SEEDIG’s main goals is
to contribute to developing
the capacity of regional
stakeholders to actively
engage in national, regional
and international Internet
governance and digital policy
processes. With this goalin
mind and with the support of
our partners, we launched a
SEEDIG Youth School in 2017
and have since organised
dedicated sessions as pre-
events to the SEEDIG annual
meetings.
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Divided into two teams - PRO and
CON - the students had to produce
solid arguments, communicate them
and eventually reach an overall
conclusion. The overall conclusion of
the discussion is the following:

« Instead of a Chief Ethics Officer, it
would be better to have a Board of
Ethical Directors/Ethics Board (this
can include individuals from different
stakeholders having different skills).
Avery careful study should be
conducted on who will select the
members of the Ethics Board. The
best solution would be to have an
external entity.

« In addition, a more broadly accepted
code of ethics could be created by an
organisation such as the UN or any
other organisation whose structure
would be based on a multistakeholder
madel, through a transparent
process that is accessible to the
other actors and takes into account

.

their rights and opinions. Yet, if such
standards and principles are agreed,
they should be of a soft law nature
that stakeholders can decide to
implement on a voluntary basis.

In the absence of ethical guidelines
or frameworks that would require from
parties to comply with certain ethical
standards, it should be recommended
tointerested parties to come up with
their own ethical principles and codes
of conducts. Adherence to ethical
principles and values would provide
legitimacy to the decisions reached
by those entities and render them
accountable to the people.

« In case such values and principles are

to be codified, deliberations should
also revolve around whether they
should be developed an a national/
regional/international level and
whether they should be of a universal
nature or sector specific.
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SEEDLIG 5 SURVEY

Readiness for the future
of work in SEE+

In April 2018, SEEDIG launched an
online survey to capture the perception
of the community on aspects related
ta the future of work in the context of
the fourth industrial revolution and the
region’s readiness for it.

Among the key findings:

« Qverall, there is a positive attitude
towards the fourth industrial
revolution and the impact of
advanced technologies such as
artificial intelligence (Al), automation
and robotics on the economy.

+ According to more than half of the
respondents, there will be a balance
between jobs lost and jobs gained
as aresult of technological progress:
53% believe that technology will
augment human performance, while
21% think that technology will replace
humans in jobs.

+ More than half of the respondents
feel confident in their adaptability
to the changes that advanced

technologies will bring to the world
of work. A quarter of the respondents
expects new career possibilities from
such changes.

« The majority of respondents declared

to be comfortable with Al being
integrated into the workplace. Only
12% responded that they would
prefer to keep Al out of their work.

+ One of the biggest issues countries

of the SEE+ region is facing is
specialists in digital technologies
leaving the country in search for
better opportunities abroad.

« The majority of the respondents

(55%) believe the educational system
in their country is not at all" suitable
for preparing children for the jobs of
tomarrow.

+ Potential measures for governments

ta mitigate the negative effects

of technological progress on
employment include working together
with the industry to offer upskilling
and reskilling opportunities to
workers (54%]) and supporting new
economic sectors focused on soft
skills (40%).

17
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While SEEDIG 5 is behind us, we have
other activities to look forward to. And
we invite you to get involved.

SEEDIG 6

The planning process for SEEDIG 6

will startin fall 2019. Start thinking of
issues you would like to discuss at our
next annual meeting; it is never too
early.

SEEsummary

Every month, our SEEsummary provides
an overview of Internet governance
and digital policy developments and
activities occurring in SEE+. Updates
covered in the summary are structured
around issues such as access,
infrastructure, cybersecurity, human
rights online and the digital economy.

Check the most recent issue and stay
up to date with what happens in SEE+!
seedig.net/see-summary/

SEEDIG Road Show

Following consultations with several
SEEDIG partners and national IGFs
from the region, we have developed
the SEEDIG Road Show. This is an
intersessional and multiyear initiative
through which we aim to strengthen
the SEEDIG community and faster
capacity development and dialogue on

SIAT NEXT
I SeeDLIGY

Internet and digital policy issues within
the SEE+ region.

Activities within the Road Show
(workshaps, debates, training sessions
etc.) are planned in cooperation with
international and local partners. We
always welcome new partners, so do
reach out to us if you are interested.

Read more about previous and future
activities
seedig.net/seedig-road-show/

SEEDIG Ambassadors

Our Ambassadors, selected from
within the SEEDIG community, help

us enhance SEEDIG's visibility and
presence at the national, regional and
international levels.

Amang other responsibilities, they
act as liaisons with local Internet
communities, help ensure that the
vaice of these communities are better
reflected in the SEEDIG process, and
contribute to activities we run at
national and regional level.

Meet the Ambassadors
seedig.net/ambassadors-programme/
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SEEDIG 5 overview
https://seedig.net/seedig5/

Programme
https://seedig.net/seedig5-programme/

SEEDIG S survey
https://seedig.net/survey-2019-future-work/

GET INVOLVED

If you have attended the Bucharest meeting, fill out our
evaluation survey.
https://seedig.net/seedigS-evaluation-survey/

Promote the Bucharest Messages within your communities!
Be the link and help SEEDIG make an impact!

Contribute to our SEEsummary
https://seedig.net/see-summary/

Get in touch if you have suggestions for local or regional
activities that SEEDIG could launch or support!

Are you organising a national or youth IGF in the region?
Let us know!

Subscribe to our dedicated mailing list. A good starting
point to raise your voice.
https://seedig.net/mailing-list/



P execomfdseedig.net
@ Seedig.net

@ tvitter.com/seedige019
@ tvitter.com/seedigs

f facebook/seedige019




